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MTA 

● Postfix

● Qmail

● MSMTP(since 11.5)
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Postfix configuration paths

● Main configs(/etc/postfix): 

– main.cf

– master.cf
● Additional configs(/var/spool/postfix/plesk:)

– transport.db

– virtual.db

– virtual_domains.db

– vmailbox.db



  

master.cf



  

main.cf



  

Qmail
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Qmail configuration paths

● /var/qmail/control

● /var/qmail/users

● .qmail files in /var/qmai/mailnames[/domain[/name]]



  

Mail handlers

● before-data(since 10.4.4, postfix)

● before-queue

● before-local

● before-remote



  

Mail handlers inclusion

● Postfix: 

– psa-pc-remote process(milter)

– postfix-local(plesk_virtual)(before-local)
● Qmail:

– Replace native binaries for:
●  qmail-queue(before-data, before-queue)
●  qmail-local(before-local)
●  qmail-remote(before-remote)



  

Mail handlers inclusion for Qmail

/var/qmail/bin/qmail-queue              ← mail handlers layer
/var/qmail/bin/qmail-queue.moved  ← original binary

/var/qmail/bin/qmail-local                 ← mail handlers layer
/var/qmail/bin/qmail-local.moved     ← original binary

/var/qmail/bin/qmail-remote             ← mail handlers layer
/var/qmail/bin/qmail-remote.moved ← original binary



  

SMTP session example
< 220 a10-52-71-160.qa.plesk.ru ESMTP Postfix
> EHLO test1.domain.com
< 250-a10-52-71-160.qa.plesk.ru
< 250-PIPELINING
< 250-SIZE 10240000
< 250-STARTTLS
< 250-AUTH DIGEST-MD5 PLAIN LOGIN CRAM-MD5
< 250-8BITMIME
< 250 DSN
> AUTH LOGIN XXXXXX
< 334 UGFzc3dvcmQ6
> XXXXXXXX                                        <--- plesk_saslauthd
< 235 2.7.0 Authentication successful
> MAIL FROM: me@domain.com        
< 250 ok
> RCPT TO: you@another.domain
< 250 ok
> DATA                                                  <--- before-data
< 354 go ahead                                     <--- status from before-data
> Adsfadfasdfa
> .                                                          <--- before-queue
< 250 ok 1380607704 qp 44397            <--- status from before-queue
> QUIT                                                   
< 221 a10-52-71-160.qa.plesk.ru           <--- before-local, before-remote

mailto:me@domain.com
mailto:you@another.domain


  

Handlers processing sequence by 
handler types

Before-data Before-queue, Before-local,
 Before-remote

Global Sender

Sender Recipient

Recipient Sender Domain

Sender Domain Recipient Domain

Recipient Domain Global



  

Accessible mail handlers

Handler Name Handler Queue Handler Type

GreyListing before-data global

SPF before-queue global

quota-check before-queue global

Kaspersky Antivirus before-queue recipient

Dr.Web before-queue recipient

Autoresponder before-local recipient

SpamAssassin before-local recipient

dk_check before-local global

Kaspersky Antivirus begore-remote sender

Dr.Web before-remote sender

dk_sign before-remote sender-domain



  

Mail handlers utility

● /usr/local/psa/admin/sbin/mail_handlers_control



  

Mail handlers utility



  

Mail control utilities

● /usr/lib[64]/plesk-9.0/mail_restore

● In /usr/local/psa/admin/bin/

– mailmng(spf, dk_*, black/white lists, autoresponder)

– mail_handlers_control

– mail_auth_view

– glmng

– drwebmng

– kavmng

– mailqueuemng



  

Logging

● /usr/local/psa/var/log/maillog

● /var/log/messages(drweb)

● /var/log/kav/*

● /var/log/mail.*

● /var/log/*



  

Maillog

Mail deffering:



  

Maillog
Local delivering:



  

Debug

● Use maillog

● Use mail_restore

● Care about Commtouch and MagicSpam

● Check mail handlers enabled(mail_handlers_control)

● Strace mail handlers

● Verbose logging for MTA and some mail handlers

– SPF — write «debug» in handler context.



  

Debug postfix
● Check /usr/local/psa/var/log/maillog

● Check /etc/postfix/{main,master}.cf

● postmap -s /var/spool/postfix/plesk/*.db

● postconf -a

● Use verbose flags for postfix processes:



  

Commtouch integration

Postfix:

Qmail:



  

MagicSpam integration

Postfix:

Qmail:



  

Links

● http://www.postfix.org/documentation.html

● http://www.postfix.org/overview.html

● http://www.postfix.org/DEBUG_README.html

● http://home.parallels.com/wiki/Postfix%20MailServer

http://www.postfix.org/documentation.html
http://www.postfix.org/overview.html
http://www.postfix.org/DEBUG_README.html
http://home.parallels.com/wiki/Postfix%20MailServer

